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GAETANO JOE ILARDI 


Irish Republican Army 
Counterintelligence 


“T just take it for granted that everybody’s phone is bugged. You have to 
take it for granted that there’s technology there you wouldn’t even know 
about.” 

“Before any potential volunteer decides to join the Irish Republican 
Army he should understand fully and clearly the issues involved. He 
should not join the Army because of emotionalism, sensationalism, or 
adventurism. He should examine fully his own motives, knowing the 
dangers involved and knowing that he will find no romance within the 
Movement.” 

“my sense was that the British had a tremendous amount of resources 
put into intelligence and information gathering and often other volunteers 
would say to me, “Well, they know everything. It’s just a matter of 
time.”’ Certainly they created that impression.’ 


The collection of intelligence, whether by the Irish Republican Army (IRA) 
or the British security forces, became a means and, indeed, an extension of 
the struggle by which each side sought to assert its dominance and control 
over the direction and tempo of the Northern Ireland conflict. The 
implications of this intelligence war were far-reaching, impinging on 
almost every aspect of the conflict. In addition to its more obvious 
impact, such as its capacity to determine the outcome of individual 
operations, intelligence could also influence the conflict in more subtle 
ways. For instance, the security force’s ability to acquire quality 
intelligence minimized the need to conduct house searches, a practice 
which proved immensely unpopular among the Nationalist community. 


Dr. Gaetano Joe Ilardi, a serving police officer with the Victoria Police, 
Australia, is also an Honorary Research Associate with the Global Terrorism 
Research Centre, Monash University, Melbourne, Australia. 
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From the earliest stages of the Troubles, both sides were engaged in a do or 
die struggle to control the flow of intelligence. For each, intelligence was 
crucial to assuring certainty and control for itself, while depriving both 
from the enemy. For both sides this became the function of 
counterintelligence. 

The IRA’s counterintelligence measures were a strong manifestation of the 
organization’s rational approach to decisionmaking. These actions 
demonstrated its ability to respond to environmental conditions in a way 
that conformed to the organization’s goal of ensuring its own survival and 
success. On the basis of lucid and reasoned assessments of the threats in its 
operating environment, the IRA engaged in decisionmaking processes that 
displayed the attributes of being proportionate and rational. Moreover, 
counterintelligence allowed the IRA to exert control over its environment 
on multiple levels. In its asymmetric conflict, counterintelligence provided 
the IRA the means to engage the British with confidence, reasonably 
secure in the knowledge that the enemy’s security forces were not lying in 
wait or had covertly interfered with the IRA’s equipment or explosives. 
Just like its operational intelligence, counterintelligence was an attempt to 
ensure that intent rather than unanticipated environmental factors would 
determine the outcome of events. This, in turn, allowed the IRA to 
maximize its capacity to engage in calculated and carefully constructed acts 
of violence. 

For symbolic reasons, the IRA was also required to counteract the effects 
of this asymmetry by creating the illusion that it had power equal to or 
greater than that of its British adversaries. Counterintelligence fulfilled 
an important symbolic role which allowed the IRA to enhance its 
ability to exercise internal control. It was frequently used to portray the 
IRA as a ubiquitous and fierce force, capable of assuring the loyalty 
and commitment of volunteers and supporters alike. Moreover, 
counterintelligence increased the operational confidence and morale of 
volunteers. While it was important for volunteers to understand that they 
were indeed facing a formidable adversary in the form of the British 
security forces, equally important for them was understanding that this 
adversary was not invincible.* By providing the volunteer with a detailed 
insight into the activities of the security forces, the IRA hoped to 
demonstrate to volunteers that the British could in fact be defeated. 
Similarly, counterintelligence successes, especially those involving the 
aggressive penetration of the security forces, served to project images to 
multiple audiences, both internal and external to the organization, of the 
IRA as an omnipotent and credible military force. 

Ultimately, the actual and perceived control engendered by the IRA’s 
counterintelligence protocols reflected a conscious, utility-driven process 
intended to achieve specific strategic and symbolic goals. 
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BRITISH SECURITY FORCE INTELLIGENCE MEASURES 


Leading participants in the war against the IRA have argued that the 
primary determinant of success was accurate and timely intelligence.” 
Frank Kitson, commander of British Forces in Belfast in the early 1970s, 
and widely acknowledged as a counterinsurgency expert, observed: “If it is 
accepted that the problem of defeating the enemy consists very largely of 
finding him, it is easy to recognise the paramount importance of good 
information.”’° Similarly, the British Army’s manual, Land Operations 
Volume II]—Counter- Revolutionary Operations, has described intelligence 
as “the key to success.””’ 

Despite this, the British security forces were in a weak intelligence position 
in the early stages of the conflict, generally known as the Troubles. During 
these early years, the intelligence held on the IRA by the Royal Ulster 
Constabulary’s (RUC) Special Branch was inaccurate and far from timely,® 
due largely to under-resourcing and indifference by the British government 
to events in Northern Ireland.’ By 1969, the RUC’s intelligence files were, 
therefore, largely outdated, consisting primarily of information relating to 
IRA members active in the 1956-1962 border campaign.'° Revealing the 
absence of a solid intelligence base capable of identifying active IRA 
members, even information later obtained by the RUC during 
interrogations provided only a general picture of the organization and its 
activities." 

These intelligence difficulties were exacerbated during the early years of the 
conflict by the IRA’s control of areas in Belfast and Londonderry. 
Descriptions of areas of West Belfast by the British security forces as “‘the 
reservation,” “Indian country,” and the “wild west,” were indicative of the 
acknowledged supremacy of the IRA in these areas.'* Displays of IRA 
strength and control were highlighted in Londonderry, where the IRA 
proclaimed the existence of ““Free Derry,” a military no-go zone in which 
the IRA established roadblocks and openly patrolled the streets. In 
addition to their propaganda value, such areas served a valuable 
counterintelligence function, impeding the security force’s collection of 
intelligence on IRA membership and operations.'* Even once the security 
forces were able to penetrate these no-go areas, their capacity to collect 
evidence or intelligence was seriously impeded by the reluctance of the 
Republican community to cooperate. Intimidation became an essential 
component of the IRA’s effort to restrict the flow of intelligence from 
within the local population to the British.'* The IRA understood, at a very 
early stage of the Troubles, that the ability to exercise control over its 
operating environment and the communities in which it operated could 
dramatically bolster its counterintelligence capabilities. Moreover, the 
capacity to project these images of control were linked to, and facilitated 
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the attainment of, other objectives crucial to the IRA’s ability to remain a 
viable and effective organization. These images of power and control were 
central to its efforts to demonstrate to the Nationalist community that the 
IRA could provide protection, punish those who cooperated with the 
security forces, and challenge the authority of the British state. 

By the early 1970s, these shortcomings in British intelligence and the 
increase in IRA killings prompted a rapid and frenetic escalation in the 
security force’s intelligence-gathering capabilities.'> The systematic use of 
three collection methods in particular—informers and agents, surveillance, 
and interrogation—served as the framework for these intelligence efforts.'® 
Together, these methods represented the most serious threat to the IRA’s 
capacity to function and survive. 


Informers and Agents 


The recruitment and insertion of informers and agents became the principal 
focus of the British intelligence efforts against the IRA. Reflecting its 
importance as a source of intelligence that could exert a profound 
influence on the outcome of events,!’ the recruitment of human assets 
became the responsibility of numerous specialty areas within the military, 
the RUC, and the British Security Service (MI5).!® Utilizing a range of 
recruitment techniques, these units achieved successes at all levels 
throughout the IRA. At the height of the recruitment campaign between 
1976 and 1987, an estimated one-in-thirty to one-in-forty of the IRA’s 
most active members were informers.'” The high incidence of IRA 
executions of suspected informers during this period lends some weight to 
this view.”° 

Indeed, human intelligence assets have been a source of major IRA 
disruption. These controlled sources undermined many operations, 
squandered scarce resources, and led to the arrest or death of skilled 
volunteers. A leading senior IRA leader and informer, Sean O’Callaghan, 
commented that “‘[t]here was simply no more effective way for me to 
damage the IRA than by informing from the inside...’*'! The impact of 
human sources on the IRA’s day-to-day operations is evident in the 
accounts of informers and agents such as O’Callaghan, who, at one stage, 
was passing information to the Garda while heading the IRA’s Southern 
Command.” Similar high-level informers have been successfully recruited, 
with the most recent revelation relating to Freddie Scappaticci, 
code-named ‘“‘Steakknife,”’ who is suspected of having passed intelligence 
to the British Army while second in command of the IRA’s internal 
security unit.?° 

While human sources have been able to reveal many of the IRA’s most 
intimate secrets, the informer’s ability to divulge details relating to 
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operational planning has resulted in the most devastating outcomes. 
Intelligence produced by informers, for instance, has often been the 
precursor to covert action by the Special Air Service (SAS), enabling it 
to establish ambushes that have taken a heavy toll on the IRA’s Active 
Service Units (ASU). The heaviest death toll sustained by the IRA in a 
single operation most likely resulted from intelligence provided by an 
informer. Occurring in Loughgall in 1987, the SAS and RUC, after 
lying in wait, killed eight members of an ASU planning to blow up the 
local police station.** The intelligence is believed to have originated 
from an informer who was a close associate of those who planned the 
bombing,”° although not all accounts of the incident believe a human 
source was responsible.2° Many other accounts are available in which 
informers provided the impetus for security force operations that 
resulted in the seizure of large weapons shipments’ and the destruction 
of other ASUs, including those operating on the European mainland.”® 
Ultimately, well-positioned human sources diminished the IRA’s ability 
to operate clandestinely and maintain at all times the essential element 
of surprise. 

In addition to the physical toll, these penetrations had a devastating 
effect on morale, to the extent that they stifled IRA operations and 
undermined group confidence.*? The ramifications of informers and 
agents operating in the midst of a clandestine organization sometimes 
allowed the security forces to exploit the IRA’s historically based concern 
with spies by mounting “‘sting’’ operations, which led the organization to 
launch witch-hunts or diversion operations which damaged manpower 
and morale even further.*” 


Surveillance 


Physical and electronic surveillance enabled the security forces to target 
specific individuals and penetrate areas volunteers considered ‘“‘safe.”’ It 
also allowed the security forces to gather intelligence in areas inaccessible 
to informers and agents, while serving to circumvent many of the problems 
traditionally associated with human sources.*! Surveillance, especially 
during the early years of the Troubles, was also critical because it often 
provided the security forces the low-level intelligence needed to identify 
active volunteers, their associates, and areas of operation. This low-level 
intelligence was gathered primarily as a result of direct interaction between 
members of the security forces and the Nationalist community. The sheer 
number of overt and covert troops and law enforcement personnel on the 
streets of Northern Ireland’s cities and towns allowed the collection of vast 
amounts of intelligence,** while the use of specialist troops such as the 
SAS also proved highly effective in their surveillance role.** 
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Similarly, electronic surveillance, such as listening devices and telephone 
intercepts, provided valuable intelligence. The scale of this surveillance led 
to the observation that Northern Ireland was “‘...an invisible cage of 
electronic and human surveillance thrown around selected homes and 
neighbourhoods, Orwellian in its implications for a liberal society.’’** 
Indeed, the extent and intensity of this electronic surveillance led An 
Phoblacht/ Republican News to complain that electronic surveillance was 
adversely affecting the health of local inhabitants.*° Authors Jonathan 
Bloch and Patick Fitzgerald contend that, at one point, the telephone 
exchange which serviced the Republican area of Andersonstown in Belfast 
was so overloaded with tapping circuits that new subscribers had to be 
refused phones.*° These measures, and many more like them, were a 
powerful reminder that the struggle in Northern Ireland was principally an 
intelligence war. But these electronic capabilities comprised merely one 
facet of the security force’s extensive surveillance repertoire.*” 

These, and other intelligence-gathering measures, introduced a significant 
element of uncertainty and risk into the IRA’s operating environment. The 
ubiquity of security force surveillance served to stifle IRA activity due to 
fears that volunteers could not carry out operations without being 
detected, or prevent their escape after an attack. Thus, the perception of 
excessive risk and an inability to accurately predict the likely outcome of 
events led IRA planners and policymakers to curtail the organization’s 
activities, especially in Belfast, where the concentration of surveillance was 
greatest.°° The need to avoid reckless and risky operations became 
particularly important following the IRA’s adoption of its “long war” 
strategy in the mid-1970s, in which the organization acknowledged that the 
war with the British would likely last decades.*” The organizational and 
doctrinal changes produced by this strategic shift emphasized the need for 
operational security to preserve the IRA’s capacity to erode British will 
over time. 

Risk aversion, therefore, became one of the central pillars of the IRA’s 
approach to operational decisionmaking. Perceptions of a ubiquitous 
security service, and the need to preserve scarce resources in preparation 
for its long war, resulted in an organizational philosophy which dictated 
a need for caution and operational certainty. The IRA’s 
counterintelligence protocols performed a central function in this 
process, providing the capacity to reduce the risk inherent in its 
operating environment and facilitate decisionmaking most likely to lead 
to preferred outcomes. The effects of the IRA’s new operational 
philosophy were revealed in a classified assessment made by British 
army intelligence in 1978, which observed that ‘“‘[t]he principle that the 
terrorist must have a safe method of escape is the dominant feature of 
PIRA tactics. PIRA very seldom plan operations that involve high risk 
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and if in doubt they abort the mission.’*? IRA volunteers have confirmed 
that maintaining the integrity and safety of the ASU was the crucial factor 
when considering and planning operations.” 

Indeed, by the late 1970s the IRA’s aversion to risky operations was 
further revealed by the 1978 comments of a senior member of its 
leadership. In accounting for the reduction in IRA operations, he 
commented that the reasons lay in the 


extended and more sophisticated nature of British surveillance. The fact 
of the matter is that it is increasingly difficult to operate with impunity, 
especially in the Belfast area, which is thick with undercover British 
operatives. There are three British army helicopters in the air for most 
of the time in constant touch with plainclothes units on the streets. 
There are soldiers staked out in hiding places throughout the city and 
suburbs. This makes operations much more difficult than was thought 
conceivable a few years ago.” 


More than ten years later, security force surveillance continued to command 
respect and fear among militant Republicans. In 1989, a senior IRA member, 
in reference to this extensive surveillance network, said 


[t]here is their vast array of forts, barracks and spy-posts which bristle 
with antennae and communications masts, listening devices and other 
high-tech equipment. Behind this visible presence there is also the 
frightening level of undercover and covert surveillance. Recently on 
this front there has been a dramatic increase in the use of hidden 
surveillance cameras in both urban and rural areas...there is also the 
bugging of cars and even certain open locations in republican 
strongholds. Ultimately, it is a battle of wits, every operation must be 
meticulously planned, taking account of the obstacles.“ 


The IRA, therefore, acquired a lucid and reasonably comprehensive 
understanding of the scale and nature of the surveillance activities and 
methodologies employed against it. Through exposure to the negative 
effects of this surveillance, along with its own intelligence activities, the 
IRA was able to modify many aspects of its operations and minimize the 
impact of security force surveillance and other intelligence collection 
methods. The construction of specific counterintelligence measures, along 
with other tactical adjustments, served to reduce the uncertainty and risk 
involved in IRA decisionmaking and activity. These measures were so 
successful that, by the early 1990s, it was revealed, reportedly by Sir John 
Wilsey, the Army’s General Officer Commanding in Northern Ireland, 
that, “the IRA is better equipped, better resourced, better led, bolder and 
more secure against our penetration than at any time before. They are an 
absolutely formidable enemy. Some of their operations are brilliant in 
terrorist terms.” 
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Interrogation 


British frustration with the lack of quality intelligence on the IRA manifested 
itself with the introduction on 9 August 1971 of a series of extra-legal 
measures, including internment without trial and, later, additional 
measures under the Prevention of Terrorism (Temporary Provisions) Act 
1974. These measures were intended to provide a legal mechanism through 
which the security forces could replenish their intelligence holdings and 
keep abreast of the IRA’s rapidly expanding size, lethality, and 
professionalism. Internment would provide the security forces the means 
by which to detain and interrogate IRA suspects in the hope of acquiring 
damaging intelligence. The Parker Committee, which was established to 
investigate security force interrogation methods, confirmed the success of 
these methods when it revealed that, as a direct result of two operations 
conducted by the security forces shortly after the introduction of 
internment, the following intelligence was obtained:*° 


1. Identification of an additional 700 members of both IRA factions, and their 
positions in the organizations. 

2. Over 40 sheets giving details of the organization and structure of IRA units and 
subunits. 

3. Details of possible IRA operations; arms caches; safe houses; communications 
and supply routes, including those across the border; and locations of wanted 
persons. 

4. Details of morale, operational directives, propaganda techniques, relations with 
other organizations and future plans. 

5. The discovery of individual responsibility for about 85 incidents recorded on 
police files which had previously remained unexplained.*° 


The rate at which arms, ammunition, and explosives were discovered 
following the introduction of internment also increased significantly, as 
shown in Figure 1. 

These early examples of the effectiveness of interrogation as a means of 
intelligence-gathering would be repeated on many occasions during the 


1 January to 8 August 1971 9 August to 31 December 1971 
1 


Machine guns 25 
Rifles 66 178 
Pistols/Revolvers 86 158 
Shotguns 40 52 
Rockets - De) 
Ammunition 41,000 rounds 115,000 rounds 
Explosives 1,194 Ibs. 2,541 Ibs. 


Source: Lord Parker, p.5 


Figure 1. Effects of Internment on IRA Weapons Seizures. 
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course of the Troubles. As the security forces expanded their intelligence 
holdings, their effectiveness in extracting information during interrogation 
also improved, panicking many volunteers into confessions once 
confronted with the depth of security force knowledge on their activities 
and associates.*’ The widespread use of techniques involving the use of 
torture and other highly controversial methods also added to the 
effectiveness of interrogation as an intelligence-gathering tool.** Extracting 
intelligence from its volunteers while under interrogation presented an even 
greater problem for the IRA. Self-incrimination was often used by the 
security forces as leverage to get volunteers to act as informers. For these 
reasons, the IRA came to regard interrogation as the principal threat. 
Thus, in 1989, a member of the organization’s internal security unit 
commented: “‘the IRA leadership has learned that our army has one 
weakness: the interrogation of our members by the RUC.’”? 


IRA COUNTERINTELLIGENCE DOCTRINE 


Due largely to the enemy’s security strategies, the IRA formed a view of 
British intelligence as a ubiquitous and almost omnipotent force. British 
intelligence in Northern Ireland increasingly became synonymous with 
shadowy, covert units that engaged in dirty-trick campaigns; the use of an 
all-pervading technology capable of exploiting even the slightest lapses in 
concentration or security; the widespread use of informers and moles 
capable of revealing some of the IRA’s most intimate secrets; and the use 
of elaborate deception and trickery in which truth was sometimes 
impossible to separate from fiction. This sense of an omnipresent and 
crafty British intelligence apparatus was evident in a 1970s IRA manual 
which, in reference to “loose talk’’ among volunteers, made the following 
observation: 


Never speak to anyone, even to another Vol[unteer], about army dumps 
or military operations. The Vol[unteer] may be an agent or a loose talker 
who could unknowingly pass the information indirectly to the enemy or 
he could be arrested and break under interrogation... Even in prisons 
where security should be at its tightest loose talk at times becomes 
almost uncontrollable ...These compounds which were partly built by 
the British Army, whose intelligence network remains one of the most 
wily and underhand[ed] in the world today, should make us wary of 
hidden microphones, bugging devices, etc.°° 


In this unforgiving environment, mistakes and miscalculation, especially 
those relating to operational security, had the potential to inflict massive 
damage on the IRA. SAS ambushes such as that at Loughgall served as a 
powerful reminder of the consequences of lapses in the organization’s 
security protocols. 
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Over the years, this engendered a counterintelligence doctrine based on the 
notion of establishing a strong defensive position before undertaking 
offensive operations. According to this doctrine, action, whether military 
or otherwise, should proceed only if the outcome can be determined with 
considerable certainty. Therefore, choices were made on the basis of 
expected outcomes, reinforcing the inherently rational nature of the IRA’s 
decisionmaking processes. The IRA’s Green Book?! demonstrated the 
importance of this doctrine, explaining 


[b]efore we go on the offensive politically or militarily we take the 
greatest defensive precautions possible to ensure success...we do not 
mount an operation without first having ensured that we have taken 
the necessary defensive precautions of accurate intelligence, security, 
that weapons are in proper working order with proper ammunition 
and that volunteers involved know how to handle interrogations in the 
event of their capture, etc., and of course that the operation itself 
enhances rather than alienates our supporters.” 


The security forces seemed to understand the IRA’s need for operational 
certainty, and sought to exploit it whenever possible. For instance, the 
security forces routinely utilized disruption techniques, or “‘thwarting 
operations,” to avert IRA attacks.°* A “routine” police check en route to 
an operation was frequently sufficient to cause its aborting or 
rescheduling.** Similarly, Sean O’Callaghan, while acting as an informer 
for the Garda, was able to foil IRA operations with ease, sometimes 
through “an occasional Garda car or roadblock at the ‘wrong time.’’’*? 
Tactics such as these seemed to work because they introduced an 
unanticipated element to an attack, and were sufficient to discourage its 
execution, at least temporarily. 

But this did not mean that IRA volunteers and ASUs engaged in thorough 
and detailed security precautions before each operation, or that the outcome 
would be known for certain if they had. Rather, counterintelligence 
represented an ongoing process of vigilance and assessment of existing 
circumstances to determine if the organization and its operations had been 
penetrated or discovered. It helped to create a sense among planners and 
volunteers that those secrets critical for operational success and survival 
had not been compromised. The use of rigorous counterintelligence 
measures encompassing a range of IRA activities, including the 
concealment of weapons in secure dumps, limiting the dissemination of 
information only to those with a need to know, and the knowledge that 
members had been vetted before being introduced into the ASU, were 
essential in creating this ongoing sense of confidence and operational 
certainty. For instance, counterintelligence, and its ability to aid in 
constructing a more secure operating environment, helped minimize 
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distrust among volunteers and served to foster relationships based on trust 
and mutual confidence. Where suspicion prevailed, the potential for 
disharmony and a reluctance to engage in operations could exert a 
powerful influence on ASUs.*° The Green Book acknowledged this danger, 
observing that 


[t]he most important aspect of any organization, party, group or army is 
security. Security binds all people within that organization together in 
confidence. Like a chain its strongest point is the weakest link, so all 
volunteers should regard themselves as links within an organized chain, 
bearing in mind that the continuity of struggle, the object of resistance, 
the confidence in victory depends on the individual himself. Any 
weakening in the individual means a weakening in his organisation as a 
whole, so volunteers should and must at all times be conscious of their 
own security...°” 


IRA COUNTERINTELLIGENCE STRATEGIES 


Counterintelligence has traditionally been divided into two distinct 
areas—passive and aggressive. Passive counterintelligence measures are 
intended to deny an adversary access to one’s intelligence holdings. 
Frequently used interchangeably with the terms “security” or “operational 
security,” passive counterintelligence aims to obstruct a hostile intelligence 
service from gaining access to personnel, documents, communications, or 
operations that might reveal secret intelligence.°* The screening of potential 
employees is an obvious example of passive counterintelligence. Active or 
aggressive counterintelligence attempts to develop an understanding of how 
a hostile intelligence service conducts its activities. This makes it is possible 
to frustrate, disrupt, or manipulate these activities to secure an advantage. 
Also referred to as counterespionage, these activities are exemplified by 
covert surveillance and the use of double agents. 

IRA counterintelligence has demonstrated an extensive history of 
employing both methods. Together, these measures fulfilled a range of 
strategic and symbolic objectives fundamental to the IRA’s ability to 
achieve operational success and ensure organizational survival. 


Passive Counterintelligence 


The IRA’s passive counterintelligence measures were implemented after its 
leadership made reasoned and considered assessments of its own 
vulnerabilities based on changes in its operating environment. In response 
to these changes, the IRA introduced organizational and doctrinal 
readjustments which sought to establish clearly defined procedures and 
standards of behavior to minimize conduct contrary to the IRA’s interests 
and goals. Further, these counterintelligence measures sought to introduce 
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a high degree of calculability of results into IRA decisionmaking at its 
various levels. 

Many of these measures emerged following the IRA’s shift to its doctrine 
of the “long war” during the late 1970s. As noted previously, this doctrine 
dictated a need for the IRA to preserve its resources and overall capacity 
to mount attacks for years to come. Acknowledging the organization’s 
inability to engage in such a war under circumstances where it was so 
susceptible to British penetration, especially through interrogation, the 
IRA established counterintelligence as a priority of the highest order. 
Besides leading to organizational and doctrinal changes, the strategic shift 
in the IRA’s approach to counterintelligence was demonstrated in its new 
fivefold guerrilla strategy, as described in The Green Book. Meant to serve 
as the basis for the IRA’s means of affecting a British withdrawal, this 
strategy included “[dJefending the war of liberation by punishing criminals, 
collaborators and informers.’ Its inclusion reflected not only the damage 
that lax security could, and had inflicted upon the IRA, but also an 
attitudinal change in which the organization’s long-term viability depended 
upon its ability to win the intelligence war. 

These changes, which continued to serve as the backbone of the IRA’s 
counterintelligence strategy until the late 1990s, fell under two broad 
categories, each of which sought to create formal procedures and methods 
consistent with a bureaucratic rationality. Involving specialization, the 
division of labor, and the codification of strict rules governing behavior 
under very specific circumstances, these measures were fundamental to 
organizational effectiveness and efficiency. 

The first involved transforming the IRA into a more secretive organization 
through significant structural change. Up to the point of this transformation, 
the IRA was modeled on a battalion system. Volunteers were grouped into 
companies containing ten to thirty individuals. These companies were in 
turn formed into battalions, so that the units in Belfast, for instance, 
would consist of three battalions, each covering a specific geographical 
area. But the leadership recognized that this structure made a mockery of 
the notion of the IRA as a clandestine organization. In grouping large 
numbers of individuals, informers or volunteers who broke under British 
interrogation could sometimes identify dozens of IRA members.°” This 
system’s inefficiency was revealed in an IRA document containing the 
blueprint for the restructure. It noted that 


[t]he three-day and seven-day detention orders are breaking volunteers 
and it is the Republican Army’s fault for not indoctrinating volunteers 
with the psychological strength to resist interrogation. 

Coupled with this factor which is contributing to our defeat we are 
burdened with an inefficient infrastructure of commands brigades, 


INTERNATIONAL JOURNAL OF INTELLIGENCE 


Downloaded by [UZH Hauptbibliothek / Zentralbibliothek Ziirich] at 06:34 19 September 2013 


IRISH REPUBLICAN ARMY COUNTERINTELLIGENCE 13 


battalions and companies. This old system with which the Brits and the 
Branch are familiar has to be changed.*! 


The reforms led to the creation of a cell structure which, while not as rigid as 
the reorganization plan intended, did lead to greater compartmentalization 
and secrecy. It represented an effective and rational response to the success 
of the British security force’s interrogation methods, significantly curtailing 
its capacity to penetrate the IRA and compromise its operations. The 
creation of an internal security unit represented the other major 
organizational reform emanating from the IRA’s new focus on secrecy. In 
addition to becoming the IRA’s principal disciplinary body, the internal 
security unit became a powerful mechanism by which to exercise control 
over volunteers. The unit’s reputation as absolutely ruthless engendered a 
level of fear among volunteers that served to deter informers.°* Moreover, 
it maintained discipline and internal control by investigating serious 
breaches of IRA rules.®* But this unit did not engage in uncontrolled 
violence. Rather, it revealed an awareness by the IRA to not only uncover 
informers, but a need to gather the evidence by which to uncover such 
activity. The IRA was conscious of the fact that executing volunteers had 
the potential to alienate elements within the Nationalist community, 
especially where such volunteers came from prominent Republican 
families.°* The internal security unit, therefore, went to considerable 
lengths to demonstrate and document the guilt of informers and rule 
breakers, frequently supplying this evidence to family members and the 
broader Nationalist community.°° Even internally directed violence needed 
to be carefully calibrated and measured so as to intimidate without 
alienating. 

Secrecy, therefore, became the IRA’s new priority. It understood that, 
while restructuring was an important element in this process, a particular 
need had developed to reeducate volunteers to encourage behavior 
consistent with the needs of a clandestine organization.®° The sense of 
urgency and importance of counterintelligence became particularly 
apparent with the production of The Green Book. Both a philosophical 
and operational guide, The Green Book was primarily an attempt to 
institutionalize some of the principles of counterintelligence. Its production 
revealed a transformation in which counterintelligence became one of the 
IRA’s most important organizational priorities, upon which its very 
survival and functionality depended. This transformation was reflected by 
its treatment of counterintelligence in its official training manuals. For 
instance, the IRA’s 1956 Handbook for Volunteers of the Irish Republican 
Army had only the following to say on counterintelligence: 
“‘[Cjounter-intelligence is also an important activity of guerrilla IOs 
[Intelligence Officers]. It means guarding our own security, denying 
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information to the enemy and tracking down enemy agents.’°’ The Green 
Book, however, devoted most of its approximately one hundred pages to 
counterintelligence, especially anti-interrogation techniques. 


Confronting Peril and Improving Morale. Ultimately, the strength of the 
IRA’s indoctrination process resided in its capacity to construct a level of 
realism that would inextricably link operational security with individual 
and organizational survival and well-being. The inculcation of these 
perceptions fulfilled three purposes. 

First, they established a sense of what it meant to be an IRA volunteer, 
with a particular emphasis on the perils inherent in the operating 
environment. Uncertainty and ever-present danger were realities for the 
IRA volunteer. For instance, The Green Book attempted to discourage 
romantic visions of life within the organization. One passage noted: “‘All 
potential volunteers must realise that the threat of capture and of long jail 
sentences are a very real danger and a shadow which hangs over every 
volunteer. Many in the past joined the Army out of romantic notions, or 
sheer adventure, but when captured and jailed they had after-thoughts 
about their allegiance to the Army.”°* Volunteers confirmed that this 
formed part of their training shortly after joining the IRA. One volunteer 
recalled how “[w]e were told...to expect death, jail, and if we were lucky, 
we would come out of it with our lives,”© while another explained that he 
was informed by his trainer that “‘[t]he likelihood is that by joining the 
Provisional IRA, you are taking a path that may well lead to prison and 
could even end in your death.” 

Within the context of these heightened levels of awareness, with their 
emphasis on the realities of being a volunteer, the IRA could more easily 
and with greater conviction, stress the importance of security and its role 
in achieving operational success and organizational survival. 
Counterintelligence was heralded as the essential precondition to successful 
operations and the organization’s capacity to function. For instance, The 
Green Book explained: 


The most important thing is security, that means you: 

DON’T TALK IN PUBLIC PLACES: 

YOU DON’T TELL YOUR FAMILY, FRIENDS, 
GIRL-FRIENDS OR WORKMATES THAT YOU ARE A 
MEMBER OF THE I.R.A. DON’T EXPRESS VIEWS ABOUT 
MILITARY MATTERS, IN OTHER WORDS YOU SAY 
NOTHING to any person. Don’t be seen in public marches, 
demonstrations or protests. Don’t be seen in the company of known 
Republicans, don’t frequent Republican houses. Your primary duty is 
to remain unknown to the enemy forces and the public at large.”! 
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The second purpose of the IRA’s indoctrination process was to inform 
volunteers of precisely what to expect in the event of being arrested and 
interrogated. For instance, The Green Book attempted to prepare the 
volunteer for arrest and interrogation by creating some degree of certainty 
and predictability by describing events in the minutest detail, including the 
way the volunteer was likely to feel. The following is typical. 


This [arrest] causes an initial shock resulting in tension and anxiety. All 
volunteers feel that they have failed, resulting in a deep sense of 
disappointment... Volunteers who may feel disappointed are entering 
the first dangerous threshold because the police will act upon this 
disappointment to the detriment of the volunteer and to the 
furtherment of their own ends.” 


This was supplemented by The Green Book’s detailed description of the 
conditions the volunteer was likely to encounter once taken into custody. 
This included descriptions of the interrogation techniques that would be 
used against the volunteer, along with a step-by-step explanation of the 
processes involved in preparing the volunteer for questioning. By 
anticipating and describing the circumstances likely to be encountered, 
volunteers could be expected to adopt the necessary countermeasures and 
avoid being taken by surprise. As The Green Book observed, ‘‘[T]he best 
defence in anti-interrogation techniques is to understand the techniques as 
practised by police forces.”’’* Also understood was that being forewarned 
in this way would provide the volunteer the confidence needed to resist the 
pressures of interrogation.’* Constant reinforcement of these 
anti-interrogation principles was delivered through other means, including 
regular articles in Republican newspapers, posters, and pamphlets. An 
Phoblacht/ Republican News, for instance, regularly published an article 
titled “‘Interrogation—Whatever You Say, Say Nothing.”’”° 

This aspect of IRA counterintelligence demonstrated a rationality based 
on a desire to acquire a realistic and detailed assessment of its adversary, 
one capable of identifying its procedures, behavioral style, and even 
psychology. While providing the knowledge necessary to help defeat the 
enemy, the IRA’s counterintelligence doctrine did not look to engender a 
sense of overconfidence that might be derived from an underestimation of 
its adversary’s capabilities. Indeed, the IRA’s approach to 
counterintelligence was the antithesis of the simple, black-and-white 
thinking that can come from a smugness derived from a strong sense of 
hostility and enmity. Information of this type, therefore, demonstrated to 
the volunteer that the security forces and their techniques could be 
defeated. This sent the strong message that members’ fates resided not in 
the hands of the security forces, but depended instead on the volunteers 
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adherence to the organization’s security protocols and advice. While not 
intended to cause the volunteer to underestimate the capabilities of its 
adversary, it attempted to dilute perceptions of its power by wresting 
control from the security forces and investing it in the volunteer. 

Indeed, acquiring familiarity with the ways of the enemy formed the basis 
of most of the IRA’s counterintelligence advice. For instance, the IRA 
invested considerable effort in investigating the methods used to capture 
and incriminate volunteers, leading it to study trials for details on how its 
members were captured and the methods the police used in their 
investigations.’° The IRA’s understanding that detailed knowledge of such 
matters could make the difference between success and failure is revealed 
in its approach to raising volunteers’ awareness of forensic procedure and 
capabilities.’’ The importance of forensic evidence in securing convictions 
against its members compelled the IRA to compile a 9,000-word document 
intended to heighten volunteers’ awareness of the perils involved in 
operating in ignorance of these matters. ® 


Just as we find it absolutely necessary to understand the enemy’s 
interrogation techniques or surveillance and to train to overcome such 
obstacles, so too we must tackle the problem of Forensic Science. We 
cannot afford to lose Oglaigh”? at any time, much less through sloppy 
preparation or execution of an operation.*” 


It continues by dealing with even seemingly trivial matters: 


[a]ll clothes used during the operation should be washed immediately. It 
is now standard practice for the RUC when searching a house for trace 
evidence to take the filters from washing machines, or waste water 
from pipes, in order to analyse them for fibres, residues, etc.... Always 
wash clothes by hand and dispose of the water into an outside drain, 
back garden or yard.*! 


Finally, the IRA’s counterintelligence indoctrination process served to 
enhance the organization’s control over its membership. Through the 
establishment and enforcement of strict rules of conduct relating to 
security matters, the IRA was able to secure the conformity and obedience 
of members and ensure behavior consistent with that of a paramilitary 
organization. Emphasizing the need for military-like discipline and 
providing the bureaucratic means by which to enforce it, the IRA’s 
counterintelligence regime helped create a unified organization working to 
defeat a common enemy. This sense of purpose and mission was reinforced 
by counterintelligence’s capacity to identify and define the enemy. Through 
frequent and detailed descriptions of the British adversary, along with the 
seriousness of the threat presented by it, the IRA’s counterintelligence 
doctrine emphasized the dichotomy between the opposing forces. Based on 
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a rhetoric of “us versus them,” counterintelligence could strengthen group 
cohesion by emphasizing their shared danger and the righteousness of their 
cause.*” Indeed, the capacity for perceptions of danger to bind terrorists 
closer together and to their organizations, and to strengthen their sense of 
purpose and resolve, is well documented throughout terrorism studies.*? 

Counterintelligence, therefore, served as a constant reminder of what it 
meant to be a terrorist. The need to adhere to security protocols 
permeated almost every aspect of the volunteer’s existence and served to 
dominate and determine the processes that comprised the typical 
operation.** It injected a level of realism into the volunteer’s existence that 
heightened the likelihood of decisionmaking in which means were aligned 
with identifiable and preferred outcomes. In emphasizing that the 
volunteer functioned in an environment intolerant of error, miscalculation, 
or carelessness, counterintelligence compelled volunteers to face a reality in 
which fantasy and a failure to grasp the practical aspects of their situation 
could lead to catastrophic outcomes. John Horgan accurately observes that 
““’.. security concerns underpin almost every aspect of what it means to be 
a terrorist, and the reality of what it means for the terrorist quickly 
becomes tangible.”’®° The IRA’s use of counterintelligence was, therefore, 
the antithesis of emotion or fantasy-based decisionmaking. Indeed, this 
position conflicts with the views presented by some scholars that the 
dangers and uncertainties inherent in terrorists’ operating environment can 
contribute to a distorting of reality.*° In fact, an opposite view presented 
here contends that it is precisely these dangers and uncertainties that 
compel terrorists to acquire a realistic assessment of their environment and 
their place within it. The capacity to make these assessments is largely 
dependent upon the effectiveness of their intelligence and 
counterintelligence methodologies. 


Aggressive Counterintelligence 


Aggressive counterintelligence formed a central element in the IRA’s 
counterintelligence strategy. Driven primarily by its aggressive pursuit of 
informers and agents, aggressive counterintelligence demonstrated a level 
of sophistication to the IRA’s intelligence capabilities which subverted 
notions of impulsivity, irrationality, and a failure to grasp reality. The 
ability to engage in aggressive counterintelligence often required the IRA 
to conduct complex operations in what amounted to a direct challenge to 
the British security forces. Frequently involving long-term infiltration, 
aggressive counterintelligence represented the antithesis of the impulsive or 
rash decisionmaking usually associated with pathological personality types.*” 

The IRA saw benefit in capturing intelligence stemming from any contact 
between its members and the security forces. Seeing intelligence opportunities 
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everywhere, volunteers were instructed to be vigilant when arrested and 
interrogated by members of the RUC Special Branch. A volunteer, in these 
instances, had a chance to not only gather intelligence on the Special 
Branch’s interrogation techniques, but also an opportunity to establish the 
identity of his interrogators. As an IRA manual directs: 


Any Vol[unteer] or possible civilians who are arrested and subsequently 
released must give a detailed account of events during their 
interrogation. They must be vigilante [sic] at all times trying to pick up 
names of SB [Special Branch] or any other police who they come into 
contact with. If brought to barracks try [to] memorise everything you 
see, faces, cars, fortifications, etc. Anything you see will be of the 
ultimate importance to the I/0.** 


These interrogations were also useful for uncovering informers. The 
immediate debriefing by the internal security unit of arrested IRA 
members was used to determine the level of police knowledge. If there was 
any indication that the police were aware of matters that should have been 
known by the IRA only, the possibility of an informer was, therefore, 
raised.*? 

The IRA used a host of other techniques to reveal the existence of 
informers. In at least one case, it organized the hijacking of a postal van, 
the contents of which were subsequently examined for British government 
cheques issued to locals. An IRA volunteer informed me that 


mail vans were hijacked and taken to a sort of vacant lot. All the bags 
were taken out, then the vans were set on fire and abandoned. I think 
there would’ve been 10 or 12 bags that were brought up to this room, 
where three of us went through all the mail. We were trying to 
identify—they asked us to try and leave personal letters alone, unless 
they were, you know, suspect. But anything like government [mail] we 
opened and just basically put on a pile, where they were then sent off 
to an intelligence officer...anything that was out of the ordinary, I 
believe that he would identify extraordinary payments and then those 
people would be questioned as to what those payments were. 
Somehow, I think they had an idea in the first instance who might be 
touts. So, particular names they were very interested in and would 
check out. I believe that they did capture a number of people.” 


Furthermore, aggressive counterintelligence became another means by which 
the IRA sought to exercise control over its operating environment. In the 
struggle for control between the IRA and the security forces, there was no 
more effective way for the IRA to assert perceptions of control and 
omnipotence than to achieve intelligence successes over its opposite 
number. The ability of the IRA’s own intelligence apparatus to outwit, 
outmaneuver, and frustrate security force intelligence—despite their years 


INTERNATIONAL JOURNAL OF INTELLIGENCE 


Downloaded by [UZH Hauptbibliothek / Zentralbibliothek Ziirich] at 06:34 19 September 2013 


IRISH REPUBLICAN ARMY COUNTERINTELLIGENCE 19 


of experience, resources, and reputation—was an ideal means of showcasing 
the IRA’s own capabilities. The importance of such comparisons was 
revealed by one volunteer, who explained, 


the IRA in the Republican News, when various successful operations 
happened, would say that it had been as a result of intelligence 
collected. I think they were trying to make the point with both the 
local people and the British Army that they too had a network that 
was to be feared or, you know, to be reckoned with and you better be 
careful, sort of thing...whenever the IRA pulled off a significant 
mission people were elated, you know, felt good and that was “‘one for 
our team.””! 


Successes were, therefore, publicized and exploited with a view to 
simultaneously influencing audiences internal and external to the 
Nationalist community. The following examples were typical: 

1973. The IRA announced that it had smashed a top-secret radio code used 
by the British Army. Releasing a document titled ‘““Code Calls for Her 
Majesty Crown Forces,” the IRA claimed that it contained code for places 
such as the Crumlin Road Jail and key police stations, as well as for senior 
Army and RUC officers.” 

1973. The IRA produced an audiotape of conversations it had intercepted 
among Army personnel at the Victoria Street barracks in Londonderry. It 
claimed that it had been intercepting these conversations for some time 
and had released them only after the British Army had changed its 
telephone circuits. The IRA also claimed that it was intercepting mail. 
According to the IRA, “[t]here was nothing the British Army did in Derry 
that the Republican Movement did not know about.’ 

1979. The IRA announced that it had in its possession a secret Ministry 
of Defence document (identified as the Glover Report). An Phoblacht/ 
Republican News quoted extensively from the document, declaring that it 
made significant admissions regarding the effectiveness of the IRA’s 
military campaign. As if to emphasize the point, An Phoblacht/ Republican 
News even reproduced a photograph of the document on its front page.” 
Gaining widespread media attention at the time, this IRA intelligence coup 
was seen as a propaganda victory, to some extent reinforcing the 
intelligence document’s general assessment of the IRA as a competent and 
formidable organization. Military intelligence, on the other hand, emerged 
from the incident as incompetent, and even impotent in the face of the 
IRA’s own intelligence capabilities.”° 

Post-1984. The IRA was successful in obtaining secret intelligence 
documents relating to operations conducted by MI5, MI6, and Military 
Intelligence to counter terrorist actions against British servicemen in West 
Germany. Codenamed Operations ‘‘Ward”’ and ‘“‘Scream,” they were an 
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attempt to infiltrate the Irish communities in West Germany in order to 
identify IRA sympathizers.”° The IRA subsequently released the captured 
documents to the media in 1989 after they had outlived their usefulness. 
Incredibly, these documents contained the names of MI5 and MI6 officers, 
identified informers used by British intelligence in West Germany, and 
revealed the bureaucratic infighting among the intelligence services.”’ At 
the time, someone who had a copy of the documents in his possession 
described their leaking to the IRA “‘as catastrophic a failure of British 
intelligence as was Kim Philby’s defection to Moscow a generation ago.’”’”® 
Displaying organizational memory, the IRA, when it resumed its activities 
in West Germany in 1987, avoided contact with the Irish expatriate 
community, choosing instead to deal primarily with West Germans.” 

2002. The IRA achieved its most spectacular and significant intelligence 
coup since the Irish War of Independence eighty years earlier. The 
infiltration of Castlereagh Special Branch headquarters in 2002 netted the 
IRA computer disks with the names and addresses of more than 250 
serving and former members of Special Branch, the code names of 
informers, and details of the information they provided to the security 
services. '°° 

Counterintelligence successes, therefore, served to strengthen the IRA’s 
grip on its community of supporters. They sent the clear message that the 
IRA was a ubiquitous force, and that dissidence of all forms, including 
that involving cooperation with the security forces, would eventually 
become known to the organization.'°! Indeed, one volunteer informed me 
that intelligence was the ‘“‘key element” in this capability, and that “‘you 
felt like they [the IRA] knew what was going on.” 


NO PANACEA, BUT CERTAINLY EFFECTIVE 


The IRA’s counterintelligence protocols represented a response developed 
over time to an operating environment characterized by extreme danger. 
The ubiquity and evolving sophistication of the British threat undermined 
not only the IRA’s capacity to achieve operational success, but also 
undermined its ability to plan and act with confidence. Its response to this 
situation was an attempt to mitigate the risks in its operating environment 
and introduce a greater element of control in the conduct of its affairs. 
This does not mean that IRA operations were never disrupted by the 
British security forces, whether the organization was always aware of these 
disruptions or not. In addition to the many overt disruptions to IRA 
operations, the evidence clearly shows that, through intelligence supplied 
by informers and agents, the security forces subverted innumerable 
operations without the IRA’s knowledge.'”* Rather, the IRA’s subsequent 
passive and aggressive counterintelligence protocols, and their role in 
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minimizing uncertainty and risk, demonstrated a rationality inconsistent with 
notions of impulsivity, recklessness, or uninformed decisionmaking. 

Moreover, the IRA’s counterintelligence practices strengthened its 
control over its membership and constituency, while creating images 
of itself as a formidable force to external audiences. Through its 
ability to strengthen group cohesion, provide a sense of mission and 
purpose, and create images of an omnipotent and ubiquitous 
organization, the IRA’s counterintelligence activities were central to its 
capacity to function as a terrorist organization. Without an ability to 
simultaneously inspire fear and support, the IRA, like all terrorist 
organizations, would have been without those essential qualities that 
allow it to coerce, create anxiety, and maintain a sense within its 
target audience of more violence to come. 
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